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The Traditional Security Perimeter is Gone

Sensitive data resides on mobile devices, cloud services, and other locations outside your network.
Authorized business users are no longer limited to employees. They now include partners, suppliers,
vendors, customers, consultants, and more. It’s a disaster waiting to happen.

In fact, it’s already happened. Last year, Anthem, Target, JP Morgan Chase, Equifax, Blue Cross, Experian,
United Airlines and the IRS were just some of the organizations victimized by high visibility hacks. This year
alone, hackers stole an astonishing $54 million from Austria-based, aerospace parts manufacturer FACC.

ImageWare has the Answer

As leaders in multi-modal, multi-factor biometrics, we’ve parlayed our experience with successful,
large-scale government security deployments and 20 biometric patents, with 14 more pending, into a
revolutionary solution for the enterprise that covers all stakeholders in all circumstances — everywhere.

“New data breaches cause CEOs to be fired “The average cost of a data breach totals

and businesses to suffer existential losses. around $3.8 million. 77% of businesses

It’s critical that every CEO of companies, large reported a data breach in the last 12 months,

and small, understand information security.” and the estimates worldwide of total data
- lost to cyber crimes range from the high

hundreds of billions to over a trillion dollars.”

— IBM Research
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Introducing enterprise-ready, end-to-end, multi-modal
biometric authentication for the Microsoft Ecosystem
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ImageWare GoVerifylD Enterprise Suite provides high assurance user biometric authentication with unlimited
scalability for both mobile and stationary workforces, without sacrificing agility or user experience. It’s a cost-
effective, pay-as-you-go, scale-as-you-need Software as a Service solution that’s easy to install, manage, and
operate. Its infrastructure provides 360° security to all enterprise stakeholders, employees and non-employee
partners, suppliers, vendors, consultants — even customers. The Enterprise Suite delivers secure enterprise
applications and workspaces inside and outside of the network. Features include:

+ Multi-modal (face, voice, fingerprint) biometric « Biometric enrollment and authentication for unlimited
authentication centrally managed at the server via the populations

Microsoft Management Console « Seamless movement between Windows-based

« Secure high-value network endpoints and all network websites with Active Directory credentialing
resources (servers, files, applications, databases, data,

: « Flexibility to set biometric authentication to govern
and devices)

security requirements
« Integration with Active Directory for increased security

: o : e « Integration with standard MS domain administration
using existing Microsoft security infrastructure

+ Quick addition and subtraction of users individually or

« Integration with Active Directory Federation Services by security profiles (Active Directory Groups)

(ADFS) to provide increased security for applications
in the Microsoft Cloud (Azure, Office-365, Exchange « Authentication provided both out-of-band, using
Online) with SSO convenience GoVerifylD Cloud, and in-band, using GoVerifyID Client
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360° Authentication Agile Cost Effective
True enterprise-wide biometric Balances trust and agility; Financed as OPEX rather than CAPEX.
authentication for all stakeholders adapts quickly to new biometric No upfront cost and requires
in all circumstances, connected technologies; is quick and easy to comparatively low installation and
or disconnected. install, configure, manage, and use. maintenance costs.

Visit GoVerifylD.com for a comprehensive list of features, benefits, product comparisons, and a more in-depth
explanation of how it all works. Find out how ImageWare GoVerifylD Enterprise Suite can protect your intellectual
property and sensitive data, as well as your people, partners, customers — and your job.

ImageWare (ImageWare Systems, Inc.) is a leader and innovator in multi-modal, multi-factor biometrics, with a long history of successful, large-scale
government deployments. With 20 granted patents worldwide and 14 patents pending, we provide the highest level of assurance and accountability for
corporate networks, web applications, mobile devices, and PC desktop environments. © 2016 ImageWare Systems, Inc. All rights reserved.

For more information visit iwsinc.com



